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TOM TAT

Han ché cua giao thiec AODV la goi yéu cau tuyén (RREQ) khong duoc thiét ké
nham muc dich an ninh. Vi vay, nat doc hai c6 thé tdn cong mang bang cach phét
lién tuc géi RREQ véi tan suat cao, dugc goi la tdn cong ngap lut goi RREQ. Két
qua 1a tao ra bao quang bd lam ting rat 1on hao phi truyén thong va lang phi tai
nguyén. Bai bdo nay dé xuat mot phuwong phép cai tién giao thitec AODV nham
giam thiéu tac hai ctia hinh tdn cong nay. Dau tién, bang m6 phong trén NS, bai
béo xac dinh gia tri ngudng (TH) la tan suét tdn cong ma nat doc hai gay hai rat it
hodc khéng anh hudng dén hé thdng; Tiép theo, cai tién co ché kham phé tuyén
cua giao thitc AODV dé€ loai bo géi RREQ néu khe thoi gian kham pha tuyén nho
hon gia tri ngudng. Két qua md phong cho thay rang giai phap ctia ching toi rat
hiéu qua trong mdi treong mang c6 nut doc hai dya trén tham s6 la phu tai dinh
tuyén va ty 1é giri goi thanh cong.

Tuw khéa: AODV, AODVFA, MANET, RREQ, tan cong ngap lut.
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MGt gidi phdp cdi tiéh giao thitc AODV nhdam gidm thiéu tdc hai ciia tén cong ngdp lut ...
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ABSTRACT

The weakness of AODV routing protocol is the request route packet (RREQ) which
is designed without any security solution. Thus, hackers have used a malicious
node that it broadcasts the useless RREQ packet continuously for Flooding attacks.
The result is a packet storm on the network causing increased routing load and
wasted resources. This article proposes a solution to reduce the harm of RREQ
Flooding attacks. The first phase, by using NSz, we define that the attack frequency
value causing the harm of RREQ flooding attacks is minimum. The second phase, we
modify the request route algorithm of AODV to remove the RREQ packet if its
time-slot is less than TH value. The simulation results show that our solution has

good effects based on routing load and packet delivery ratio metrics.

Keywords: AODV, AODVFA, flooding attacks, MANET, RREQ.
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